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IN THE TITLE: 

Please amend the title as follows: 

SYSTEMS, METHODS AND COMPUTER PROGRAMS FOR MONITORING 
DISTRIBUTED RESOURCES IN A DATA PROCESSING ENVIRONMENT 

METHOD FOR MONITORING DATA RESOURCES OF A DATA PROCESSING 
NETWORK 

IN THE SPECIFICATION: 

Please amend the specification as follows: 

Page 3, line 1 5 to page 7 line 25: 

Asp e cts of the pres e nt inv e ntion provide m e thods, apparatus and comput e r programs for 
monitoring r e sourc e s within a data proc e ssing n e twork. Monitoring e ntiti e s can be select e d, and 
a s e t of activ e monitoring functions can b e modifi e d, bas e d on th e r e quir e m e nts of consum e rs of 
monitored data. 

A first e mbodim e nt of the invention provid e s a m e thod for monitoring r e sourc e s of a 
data proc e ssing n e twork on behalf of consumer entities within th e n e twork. The m e thod includ e s 
d e t e rmining th e monitoring r e quir e m e nts of a consum e r e ntity (such as by r e f e r e nc e to a 
description of r e quir e m e nts publish e d by th e consum e r e ntity). Th e monitoring r e quirements of 
th e consum e d e ntity are compared with th e monitoring capabiliti e s of a plurality of monitoring 
e ntiti e s, to id e ntify at least on e monitoring entity having monitoring capabilities matching 
(partially or compl e t e ly) th e monitoring r e quirem e nts of th e consumer entity. On e or more of the 
monitoring e ntiti e s id e ntifi e d as having monitoring capabiliti e s matching th e monitoring 
r e quirem e nts of the consumer e ntity is th e n s e l e ct e d, and a connection is e stablished b e tw ee n the 
s e l e ct e d monitoring e ntity and th e consum e r e ntity. 
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Th e consumer e ntity is ono of a comput e r program, a W e b s e rvic e provid e r, a logical 
r e pr e s e ntation (for e xampl e , instance of an obj e ct class) of an end user, or any physical or logical 
compon e nt of th e data proc e ssing network which r e quir e s monitoring information. Exampl e s of 
consum e r entities ar e programs impl e m e nting r e sourc e managem e nt functions, implem e nting 
load balancing functions, or impl e m e nting functions for m e t e ring and accounting of r e sourc e 
usag e . 

Th e monitoring entiti e s ar e typically computer program compon e nts that perform 
monitoring functions, although monitoring entities may be impl e m e nted in hardwar e or 
'firmwar e '. Monitoring e ntities can e stablish conn e ctions to oth e r compon e nts, r e ceiv e and 
coll e ct output data from a r e sourc e , and report the collect e d data to a consum e r e ntity. 

Th e compar e d capabilities of th e monitoring e ntiti e s may includ e one or mor e of th e 
following: the sot of r e sources currently being monitor e d by the monitoring e ntity; the s e t of 
r e sourc e s which th e monitoring entity is capable'of monitoring; ih e monitoring m e trics which the 
monitoring entity is currently monitoring; th e monitoring m e trics which th e monitoring entity is 
capabl e of monitoring; th e curr e nt granularity of monitoring; th e granularity capability of th e 
monitoring e ntity; th e curr e nt monitoring p e riod; th e monitoring entity's monitoring period 
capability; and th e data format capabiliti e s of th e monitoring e ntity. 

Thus, s e l e ction of a monitoring e ntity may b e bas e d on currently activ e monitoring 
functions and attributes, and may involv e comparing id e ntifi e rs of th e subset of resourc e s and 
m e trics curr e ntly b e ing monitor e d by monitoring entiti e s. Alt e rnativ e ly, s e l e ction may b e bas e d 
on th e sup e r s e t of monitoring capabilities comprising both activ e and currently inactiv e 
monitoring capabiliti e s of th e monitoring entiti e s. Selection may involv e consideration of th e 
granularity and l e ngtfrbf monitoring p e riod d e sir e d by th e consum e r and provid e d by 'th e r - * 
monitoring entiti e s. Embodiments of th e inv e ntion e nabl e sel e ction of monitoring e ntiti e s for 
monitoring int e rnal and e xternal monitoring data. 

The d e t e rmining, comparing, s e l e cting and binding may b e performed at run time in 
r e sponse, to addition of a n e w consumer entity or a chang e of consum e r r e quirements. 

According to ono embodim e nt of th e inv e ntion, the comparison uses descriptions of 
e ach consum e r entity's, monitoring e ntity's and r e sourc e 's produc e d or required data and its data 
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format. Th e d e scriptions ar e published by th e resources, monitoring entiti e s and curr e ntly activ e 
consum e r e ntiti e s, and ar e h e ld in one or mor e r e positories. Th e d e scriptions of th e monitoring 
entities includ e which r e source instances th e y are monitoring, which metrics they are monitoring 
and reporting, and the data format in which th e y r e port monitoring data. Th e r e positori e s also 
hold a d e scription of th e topology of th e monitoring system. This topology information includes 
a list of bindings r e pr e s e nting which r e sources ar e currently b e ing monitored by which 
monitoring e ntiti e s and which consum e r e ntiti e s ar e conn e ct e d to rec e iv e data from which 
monitoring e ntiti e s. Wh e n r e source instanc e s, monitoring e ntiti e s or consum e r e ntiti e s chang e , 
the lists and d e scriptions within the r e positori e s ar e updat e d dynamically. 

A furth e r e mbodiment of th e invention provid e s a m e thod for monitoring resourc e s of a 
data proc e ssing syst e m, which includ e s modifying a currently activ e s e t of monitoring functions. 
The method includ e s id e ntifying th e monitoring r e quirem e nts of a curr e ntly active s e t of 
• eortsumer e ritities, ttrid det e irrimmg wheth e r a 'currently activ e set of ■ momtoring functionfrof 
monitoring e ntities ar e consist e nt with th e monitoring r e quir e m e nts of th e curr e ntly activ e s e t of 
consum e r entities. If a determination is made that th e curr e ntly active sot of monitoring functions 
ar e inconsist e nt with th e monitoring requir e ments of the currently activ e s e t of consumer e ntities, 
modifications ar e mad e to th e active s e t of monitoring functions. 

Th e modification of the curr e ntly activ e s e t of monitoring functions may involv e : 
controlling a currently activ e monitoring e ntity to monitor additional monitoring metrics or to 
monitor m e trics at a diff e rent granularity or int e rval p e riods; activating an inactive monitoring 
e ntity; or deactivating a monitoring function or monitoring e ntity which is monitoring m e trics 
that ar e not requir e d by th e curr e ntly activ e s e t of consum e rs. Such modifications e nable 
Mynamic r e spons e to th e r e quir e ments of individual consumer entM ig s; J By J e habling do activation 
of inactiv e functions or e ntiti e s, mor e e ffici e nt us e of data processing r e sourc e s is possibl e . 

A further e mbodiment of the present invention provid e s a data processing syst e m for 
monitoring resourc e s of a data proc e ssing network. The data processing syst e m includ e s a data 
proc e ssing unit and a data storag e unit for storing monitoring capabilities of e ach of a s e t of 
monitoring entities. Th e syst e m also includ e s a monitoring manag e r which is r e sponsive to 
monitoring r e quir e m e nts of a data consumer entity. The monitoring manag e r compar e s th e 
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monitoring requirem e nts of th e data consum e r e ntity with monitoring capabiliti e s of monitoring 
e ntiti e s stor e d in th e data storag e unit. The monitoring manag e r identifi e s and th e n s e l e cts a 
monitoring e ntity or a set of monitoring e ntiti e s having monitoring capabiliti e s matching th e 
monitoring r e quirem e nts of th e data consum e r e ntity. 

A monitoring fram e work comprising a s e t of monitoring compon e nts may b e provid e d 
at an int e rmediate layer of a data proc e ssing n e twork, b e tw e en consumers of monitoring data and 
monitored resources. A monitoring syst e m according to one e mbodim e nt of th e inv e ntion 
includes at l e ast on e gat e way compon e nt which impl e ments the monitoring manag e r functions 
such as handling r e gistration and d e r e gistration of compon e nts. Th e gat e way component may 
support authentication of consum e rs, and initiat e s e l e ction of an appropriate monitoring entity 
(or s e t) for e ach consum e r entity. Th e s e l e ction may include n e gotiation b e tween consum e rs and 
monitoring entiti e s r e garding th e monitoring data to b e provided (such as wh e n specific 

■ ■ u 

r - ^equir e m e hts 'carmot b e m e tat a particular poinfrin timo),,Th e gat e way alsoinitiat e s binding of I « ^™' r *-;^ 
monitoring e ntiti e s to consum e r e ntities. 

Upon successful binding b e tw ee n a consum e r entity and a monitoring e ntity, th e 
gat e way publish e s a d e scription of th e binding which is stor e d within a r e pository. In alt e rnative 
e mbodim e nts, th e matching or s e l e ction and binding could b e impl e m e nted by the monitoring 
e ntities inst e ad of the gat e way, and functions such as auth e ntication can be p e rform e d by 
additional support modul e s. 

A n e gotiation b e twe e n a consum e r e ntity and monitoring entiti e s may specify th e action 
to tak e wh e n a r e quired m e tric cannot be monitor e d for a sp e cific resourc e during a sp e cific 
period. Negotiation may involv e d e termining wh e th e r a consumer entity's r e quired monitoring 
•••• w - QflS param e ters - cari b e fiatjsfied by th e currently xlcti v e s e t 'of monitoring functions, or by the V 'J v ^ 

curr e ntly activ e s e t of monitoring entiti e s, or by activating new f monitoring e ntities. Monitoring 
e ntities may be started at th e consum e r sid e to handle re formatting or oth e r transformation of 
monitoring data. 

A monitoring control m e thod can be us e d to d e t e rmine optimal (minimiz e d) 
computation to g e n e rat e r e quir e d data from raw m e asur e d data, and optimal transmission 
frequency, for e fficient resourc e utilization whil e taking account of th e r e quirem e nts of the 
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consum e r e ntiti e s. For e xampl e , de r e gistration of a consum e r e ntity may r e sult in a 
d e t e rmination that certain monitored m e trics ar e no long e r required by any consum e r e ntity such 
that th e ir monitoring (m e asur e m e nt, coll e cting and reporting) can be stopp e d. Selection of a 
monitoring e ntity may tak e account of which of a plurality of monitoring e ntiti e s can achiev e a 
b e st match. 

Embodim e nts of th e inv e ntion may b e implem e nt e d using comput e r programs to 
impl e ment one or more components of th e inv e ntion. For exampl e , a s e l e ctor for comparing 
monitoring requir e m e nts with monitoring capabiliti e s to select a monitoring e ntity, or to modify 
th e activ e monitoring functions or entities, may b e implement e d in comput e r program code. Th e 
abov e describ e d gat e ways, monitoring e ntiti e s and support modules may be impl e m e nt e d in 
program cod e . The program cod e may b e mad e available as a comput e r program product in 
which th e program code is record e d on a r e cording m e dium or is mad e availabl e via a data 

tran s fer m e dium. v^^r 'JT". '."~* ■^ ^.^ ^■.y-J.\ ■ - " -:<i^ 

The invention includes a method for monitoring data resources of a data processing 
network on behalf of new consumer. The method comprises determining monitoring 
requirements of the new consumer. The monitoring requirements include: a list of data resources 
monitored for the new consumer; metrics of the monitoring data for the new consumer; a data 
format for monitoring data provided to the new consumer; a time interval between periods of 
sending the monitoring data to the new consumer; and actions taken during failure of the data 
resource. 

The invention also includes comparing the monitoring requirements of the new consumer 
with monitoring capabilities of a plurality of monitoring entities to identify at least one 
^ monitoring entity; includihffmonitori 
new consumer. 

The monitoring entities monitor the data resources of the data processing network. The 
monitoring capabilities include one or more of: a current set of data resources being monitored 
by each of the plurality of monitoring entities; a set of data resources which each of the plurality 
of monitoring entities is capable of monitoring; monitoring metrics which each of the plurality of 
monitoring entities is currently monitoring; monitoring metrics which each of the plurality of 

. Serial'N6M10/732,736^.~ *^ " ■• Page 6 oMZ* <• - . ' -~m& i"'W».~*^T J 



Best Available Copy 



monitoring entities is capable of currently monitoring; a current monitoring period; and data 
format capabilities of each of the plurality of monitoring entities. In response to identifying at 
least one monitoring entity of the plurality of monitoring entities the method includes monitoring 
capabilities matching the monitoring requirements of the new consumer, selecting at least one of 
the identified monitoring entities, and binds the new consumer to the selects at least one of the 
identified monitoring entities. 

The binding of the new consumer to the selected at least one of the identified monitoring 
entities comprises establishing a connection between the new consumer and the selected at least 
one of the identified monitoring entities, sending a description of the new consumer's monitoring 
requirements to the selected at least one of the identified monitoring entities, and configuring the 
selected at least one of the monitoring entities to perform the new consumer's monitoring 
requirements. In response to a failure to identify at least one of the monitoring entities having 
monitoring capabilities the-method rit'atGhes.all%nbnitoring requirements o£theaiew- consumer, " 
the method initiates a negotiation between the new consumer and a plurality of monitoring 
entities to select a best match, relative to other matches based on quality of service parameters, 
between the monitoring requirements of the new consumer and the monitoring capabilities of the 
plurality of monitoring entities. 
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